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ABSTRACT

Artificial Neural Networks are vulnerable to adversarial examples,
malicious inputs that aim to subvert neural networks’ outputs.
Generative Adversarial Networks (GANs) are generative models
capable of generating data that follows the training data distribu-
tion. We explore the hypothesis of using the latent space of the
trained GAN to find adversarial examples. We test the adversar-
ial examples on external classifiers trained on the same training
data. Thus, we propose a framework for Generating adversarial
exAmpleS through latent Space Exploration (GLASSE). A Genetic
Algorithm evolves latent vectors as individuals and uses a trained
GAN to generate examples to maximise a target activation value of
the discriminator network. After the evolutionary process, an ex-
ternal classifier trained on the same dataset evaluates whether it is
adversarial. The results indicate that we can optimise the objective
and find adversarial examples. We tested the generated examples
with models from the adversarial learning literature, showing that
82% on average of the generated examples resulted in successful
attacks. We show a t-SNE analysis of the examples, showcasing
that generated adversarial examples are blended in the cluster of
each belonging class and visually similar to the training dataset
examples, showcasing the viability of the proposed approach.
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1 INTRODUCTION

Adversarial examples are created to attack the machine learning
model, causing it to misclassify with high confidence. Typically
these examples are created from the modification of existing data,
from the testing or training, with only small perturbations and
mostly imperceptible. The interest in adversarial examples rises
from the fact that even state-of-the-art deep neural networks (DNNs)
are vulnerable to such manipulations [16]. The topic of adversarial
attacks and defences is widespread and can help us understand the
model’s assurance, security and generalization. Studying the at-
tacks to understand better the vulnerability and weakness of DNNs
is essential to develop a defensive strategy for more robust models.
For this purpose, many algorithms have been proposed to create
adversarial examples, such as the fast gradient sign method [11],
the backward pass differentiable approximation [1], the AdvGAN
method [18] and the GreedyFool method [8].

Generative Adversarial Networks (GANSs) can generate synthetic
but convincing images following a given training dataset distribu-
tion. GANs are composed of two models: a generator and a dis-
criminator. During training, the interplay between the generator
and discriminator allows the generator to learn how to generate
realistic examples that the discriminator classifies as belonging to
the training dataset [10]. With a GAN trained with a dataset of
multiple classes, it is hard to precisely control the appearance (e.g.
class) of the examples being generated. In contrast, a Conditional
GAN offers the opportunity to condition the generator to produce
examples from a given class [14].

After the model’s training, the generator maps a latent space
to synthetic examples that follow the distribution of the training
dataset. In simple terms, the latent space can represent compressed
data where similar data points are closer together in the latent
space. Thus, for each image to be generated, the generator of a
GAN receives as input a vector from the latent space. As its training
progresses, the generator learns to produce images that follow the
distribution of the original dataset, encoding the patterns needed
to produce these images in the latent space. Each image created by
the GANSs is originated from a vector, in which a value is selected
for each latent space dimension. By varying the vector values, we
generate different images.

Thus, in this paper, we search the latent space for examples
generated by a GAN that are adversarial when classified by an
external system, a classifier trained for the same problem and data.
Its primary focus is to explore the generator’s latent space with
a genetic algorithm (GA), guiding a population of latent vectors
towards the generation of adversarial examples. This work takes in-
spiration from the latent space exploration via Evolutionary means
previously used in Fernandes et al. [9] to guide the generation of
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images in batches to maximize the diversity of the batch, which
motivated us to explore this matter further. In the GA from GLASSE,
the evolution of the latent vectors is based on the discriminator loss
of a trained GAN. The goal of targeting the discriminator loss is to
get feedback on how close the images are to the distribution of the
original dataset. The generator of a GAN takes the latent vectors as
input and produces images that are submitted to an independent
classifier, which evaluates the images. The vectors that lead to the
desired discriminator loss and misclassifications by the classifier
are potential adversaries. GLASSE shows how it is possible to ex-
plore the latent space based only the feedback of a discriminator
of a GAN, and find latent vectors that result in the generation of
adversarial examples. Moreover, it is possible to see how generated
images follow the original dataset distribution through an analysis
with t-SNE maps [7].

In this paper, we work towards an evolutionary approach that
uses latent space exploration to create a black-box adversarial at-
tack that only requires a trained GAN and an independent classifier.
The contributions are the following: (i) proposal and prototyping of
a framework for the generation of adversarial examples via latent
space exploration using Evolutionary Computation; (ii) experiments
using the framework and subsequent analysis to provide a proof
of concept; (iii) validation of adversarial examples by successful at-
tacks on an undistilled network and a defensively distilled network;
(iv) map visualization of proximity between generated adversarial
examples and original dataset.

The remainder of this paper is divided as follows. In Section 2,
we cover different approaches to generate adversarial examples
related to this work. In Section 3, we describe our approach with
the GLASSE method. We present our experimental setup in Section
4. Our results are presented in Section 5, and our final conclusions
and future work are in Section 6.

2 RELATED WORK

In this section, we review related work relevant to the GLASSE
framework, namely regarding GANS, latent space exploration and
related adversarial attacks.

GANSs [10] are powerful generative models capable of producing
highly realistic images, videos or voice outputs. It is a state-of-art
model from which many models are derived. There is much research
on GANs to make them more reliable and capable of producing
better and more diverse images. However, most of this research
focuses on the models and their training. Nevertheless, the latent
space, which is the generator’s input, defines the output produced
and hides information that can be used to produce better examples.
Usually, the vector input is taken randomly from the latent space of
a GAN. However, recent work has shown that it is possible to guide
the generation towards an objective by traversing the latent space
with pre-determined criteria [9]. The ELSEGANs approach success-
fully used a genetic algorithm and a Multi-dimensional Archive of
Phenotypic Elites to search the latent space for vectors that would
generate diverse images by a Deep Convolutional GAN. In this
paper, we aim to use a genetic algorithm to search for vectors in the
latent space that result in the generation of adversarial examples
by a Conditional GAN.
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Moreover, the evolutionary computation was used in Roy et al.
[15] to evolve fingerprints at the feature level towards a synthetic
dictionary of MasterPrint, which are partial fingerprints that match
with other fingerprints and compromise the security of fingerprint-
based authentication systems by impersonating one or more users.
They proposed three techniques to achieve their goal: Covariance
Matrix Adaptation Evolution Strategy (CMA-ES), Differential Evo-
lution (DE) and Particle Swarm Optimization (PSO). In Bontrager
et al. [2], evolutionary computation is used to evolve latent vectors
to generate image-level MasterPrints known as DeepMasterPrints.
The method is called Latent Variable Evolution and consists of train-
ing a GAN with a set of real fingerprint images with a CMA-ES
to search for latent vectors, use them as input to the generator of
the GAN, and maximize the number of impersonations as assessed
by a fingerprint recognizer. In contrast, GLASSE uses a GA with
an objective function that does not use an external model to guide
evolution; it is guided only based on the feedback of the GAN’s
discriminator. The work was expanded in Charity et al. [4] with the
introduction of Diversity and Novelty MasterPrints. The diversity
algorithm aims to generate partial fingerprints that can impersonate
users that were not impersonated previously, i.e., whenever there
is a new search, it changes the objective metric. It excludes users
that can already be impersonated. In turn, the novelty algorithm
aims to search for fingerprints far from each other.

Again, evolutionary computation and latent space exploration
was used in Machin et al. [13] through an evolutionary algorithm
to generate synthesized images of human faces that were similar to
a target human face. The work was expanded in Machin et al. [12],
where a method also based in an evolutionary algorithm aimed to
generate synthesized images of human faces that contain the main
features of two target faces.

Adversarial examples are inputs manipulated with the purpose
of confusing machine learning models. The discriminator of a GAN
is vulnerable to adversarial attacks. Many white-box settings have
been proposed to generate adversarial examples, such as the fast
gradient sign method (FGSM) [11] and the GreedyFool method [8].
While both attacks rely on gradient information to generate a per-
turbation to the original input, we propose a genetic algorithm to
guide the generation of adversarial inputs in our approach. Genetic
algorithms were also used in Chen et al. [5] and in Wu et al. [17]
to find adversarial examples by searching for perturbation to be
applied to existing examples. With GLASSE, we use a Genetic Algo-
rithm to explore the latent space of GAN and search for adversarial
examples.

Conditional GANs were previously used to generate adversarial
examples in Xiao et al. [18]. The AdvGAN method can be used in
both a semi-white and a black box scenario. In the semi-white box
attack, there is only necessary to have access to the target model
during the training of the generator and the discriminator. During
training, the generator is responsible for creating a perturbation to
the original instance that will increase the loss of the target model.
On the other hand, the discriminator encourages the perturbed data
to appear similar to the original data. A soft hinge loss on the L,
norm is used to bound the magnitude of the perturbation. There is
no access to the target model for the black box scenario. Therefore,
before the training of the GAN, a distilled model is dynamically
trained for the target model with query information. Although we
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also explore using Conditional GANSs to generate realistic adversar-
ial examples, the vectors given as input to our generator are not
randomly drawn from the latent space but instead selected by our
genetic algorithm. Differently from the AdvGAN approach, which
trains the generator to produce adversarial examples, the models
in the GLASSE framework are all traditionally trained. Moreover,
while the AdvGAN approach actively produces adversarial images
targeting a classification model, the GLASSE method explores the
latent space based only on the discriminator loss and finds adver-
sarial examples without explicitly producing them for an external
targeted model.

3 THE APPROACH

We first start with the problem definition and explain how the
GLASSE framework operates to tackle the problem of generating
adversarial images via latent space exploration of trained condi-
tional GAN.

3.1 Problem Definition

Let Z C R” be the latent space, defined according to a Random
distribution. Firstly, we initialize and register a random set of i
vectors z; with n features each. They will serve as individuals to
the initial population.

The generator G takes an individual z as input and generates an
image G(z). The algorithm aims to select and evolve the individu-
als to find adversarial examples. In order to do that, the algorithm
evaluates each z with an evaluation function f that assigns them a
fitness value. The function f is the main factor that will guide the
evolution of the population into the desired solutions. The adversar-
ial examples must trick the neural network into misclassifying them.
Our best individuals will be the ones that fool the discriminator D,
making it uncertain if it is a real or a fake image. The discriminator
loss we aspire to achieve for this scenario is represented by target.

f(2) =1-1Lp(G(2)) - target|

3.2 GLASSE Method

We aim to achieve our objectives by proposing a new framework
named Generating Adversarial Examples through Latent Space
Exploration (GLASSE). The architecture used in the GLASSE frame-
work is shown in Figure 1.

We use a GA as the Evolutionary approach, a GAN and a classifier
model C. The generator from the GAN is responsible for producing
our examples, and the discriminator for helping the evaluation of
individuals in the GA and serves as our target for the attack. The
classifier is an independent observer who serves as a supervisor,
as in Correia et al. [6], which is used to identify if the generated
example is adversarial by confirming the label and activation of the
generated example with a predefined target.

To calculate the fitness value of an individual, f submits the
individual as an input to G. The generated image G(z) is passed to D,
whose decision y is returned to f. Finally, f can calculate the loss of
D. The fitness value is given by equation 1, where z is the individual
(latent vector), G(z) is the generated image, and Lp(G(z)) is the
discriminator loss for G(z). The algorithm evaluates the whole
population of individuals.

)
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Figure 1: Overview of the GLASSE Architecture.
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by G with
individual

[0.004547404168583474, 1.3665315286783357, .., 0.8265612864903984]
1x 128 vector

Figure 2: Example of individual with 128 float attributes
and its image produced by the generator of a Conditional
GAN trained with the MNIST dataset and conditioned by the
number 0.

Figure 2 shows an example of an individual generated with
a Conditional GAN trained with the MNIST dataset. This is an
individual with 128 attributes, i.e., an array of floats of shape 1x128.

For the following generation, the GA keeps an elite from the
current one. An elite size gives the number of individuals kept from
the current generation. In addition, it uses a tournament to select
the parents and applies various techniques to generate the rest of
the next generation.

Once the Evolutionary Process is done, the image G(z) is gener-
ated from the vector z and submitted to C to analyse the adversity of
the fake images. This is done for every individual in the population.

The GLASSE algorithm is presented in Algorithm 1, and was
implemented using the Distributed Evolutionary Algorithms in
Python (DEAP) library version 1.3.3, implemented in Python 3.9.
The code for the algorithm is available in the GLASSE repository
1 Tt is executed with the aim of maximising the individual fitness
value in order to achieve the targeted discriminator loss. In the al-
gorithms, the hyperparameters npop, n, generations, ELITE_SIZE,
CXPB, MUTPB, mu, sigma, indpb, and number, are, respectively,
the number of individuals in a population (population size), the
number of features of an individual, the number of generations, the
absolute size of the elite, the crossover rate, the mutation rate, the
gaussian mutation mean, the gaussian mutation standard deviation,
the mutation rate per gene, and the number to be generated by the

!https://github.com/luanaclare/GLASSE
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Algorithm 1: GLASSE Algorithm

Input: Generator G and discriminator D from trained GAN,
trained classifier model C, evaluate function f.
Output: Individual with highest fitness value z, image G(z)
generated by G with z, classification of G(z) given
by C
/* Evolutionary Process
1 Initialize npop individuals with n features, where each
feature is drawn from a normal distribution, to create a
population

*/

/* Evaluation of initial population */
2 fitnesses = f(population)
3 population = sort(population, fitnesses, reverse=True)
4 for i « 1 to generations do
5 offspring = select(population, npop — ELITE_SIZE)
6 offspring = variationOperators(population, CXPB,
MUTPB, mu, sigma, indpb)
7 fitnesses = f(offspring)
8 population = sort(population, fitnesses, reverse=True)

9 population = population[:ELITE_SIZE] + offspring
population = sort(population, fitnesses, reverse=True)

*/

10

/* Adversarial Analysis
1 images = G(population, number)

12

classifications = C(images)

13 end

—-

4 z = best individual from population

-
«

G(z) = image generated with best individual

Table 1: Parameters for the training of the Classifier and the Condi-
tional GAN

Parameter Classifier Conditional GAN
batch size 64 64
number of classes 10 10
number of channels - 1
input shape (28,28, 1) discriminator (28, 28, 11)
generator (138,)
latent dimension - 128
number of epochs 5 100
learning rate 0.001 0.0003
loss function Categorical crossentropy| Binary cross-entropy
optimizer RMSprop Adam
epsilon le-8 -

generator. The corresponding values are explored in Section 4 and
Table 2.

4 EXPERIMENTAL SETUP

In our experiments, we explore the MNIST dataset. Here, we define
the setup for training the models used in the GLASSE architecture:
the Classifier and the Conditional GAN. We also set the genetic
algorithm parameters that led to our most successful experiment,
which will be further explored in Section 5.
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Table 2: Parameters for GA in the Experiment

Parameter Setting
number of features 128
number to be generated 0
population size 100
number of generations 40

elite size 1

desired discriminator loss (target) 0.5
type of crossover two-point crossover
type of mutation gaussian
crossover rate 1
mutation rate 1
mutation rate per gene 0.1
gaussian mutation mean 0
gaussian mutation STD 3
tournament size 3

Ol1[13¥ 56769
0|12 B45@ 754
011134156759
0|/|23 /450789
21/121314156(2/8Q

Figure 3: Images produced with Conditional GAN.

The classifier architecture was built according to the Tensorflow
MNIST Classifier tutorial®. It receives an image of shape 28x28x1
as an input and the last layer returns the probability for the image
to be from each class. Each class represents a digit between 0 and 9,
creating an output shape of 1x10. We trained our classifier C with
the parameters in Table 1 and a total of 60,000 images from the
MNIST dataset were used for the training. We obtained an accuracy
of 99.25% when testing it with 10, 000 images of the test set.

The approach requires a discriminator and a generator. For this
reason, a Conditional GAN must be previously trained, and its
weights loaded to a discriminator D and a generator G. Once the
models are functional, they can be used in the Evolutionary Process.
They were defined according to the Tensorflow Conditional GAN
tutorial®, and trained with the entire MNIST dataset, with a total
of 70,000 images. Although it can be conditioned to generate only
one class, the GAN is trained with examples from all classes. Figure
3 shows images generated by our trained GAN.

While a parameter study would be relevant for the tuning of the
GA hyperparameters, it is considered out of scope of the paper, as
the focus is primarily on the exploration of the latent space towards
the generation of adversarial examples. Therefore, a compromise
between performance and time was done, and the parameter study
left to be explored in future work. The combination of parameter

Zhttps://www.kaggle.com/code/amyjang/tensorflow-mnist-cnn-tutorial/notebook
Shttps://keras.io/examples/generative/conditional_gan/
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Figure 4: Fitness values of the best individual per generation.
The results are averages of 30 different runs for class 0.

values used in this paper is presented in Table 2. The target dis-
criminator loss was set as 0.5 because the goal is to obtain images
that confuse the model and are at their limit between real or fake
images. The crossover and mutation rates were set as high values
to aim for high diversity, exploration and exploitation. The results
will be analysed in Section 5.

5 EXPERIMENTAL RESULTS

In this section, we explain and analyse experiments done with the
GLASSE framework. We conducted 30 evolutionary runs, varying
the random generator seed, with the parameters set in Table 2 to
search the latent space for adversaries of class 0. The experiments
were conducted in a PC with an AMD Ryzen 55600X 6-Core 3.7GHz
with one Nvidia GPU 3080 TI, in which the Evolutionary Process
showed an average runtime of 12.45 minutes. Then, an experiment
was conducted for the other nine MNIST classes. Again, the pa-
rameters were set as in Table 2, with the exception of the number
to be generated, which was set according to the class. The results
obtained from the experiments and the analysis here discussed are
available in the GLASSE repository .

5.1 Evolution of solutions

The genetic algorithm of the GLASSE framework aims to maximise
the fitness value. Therefore the highest fitness belongs to the best
individual. In Figure 4, it is possible to see that the Evolutionary
Process is successful - the best individual’s fitness (highest fitness)
evolves as the generations progress. As it is possible to see, fitness
stabilises close to number one in early generations, meaning that
the desired discriminator loss is an easy target and quickly achieved
by the best individual.

The goal of the experiments with the GLASSE framework and
the genetic algorithm is to find individuals that can lead to the
generation of adversarial examples. In this scope, we consider an
example potentially adversarial if its discriminator loss is in the
interval [target — 0.01, target + 0.01], and the classifier C (Figure
1) mislabels it with an activation higher than 0.5. The range of 0.01
was empirically trialled and is a parameter that can be adjusted, and
this was one value of the multiple possibilities. Nevertheless, the
motivation is based on the typical loss of stable GAN loss values. The

“https://github.com/luanaclare/GLASSE
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Figure 5: Number of wrongly classified examples per gener-
ation. Each generation has 100 individuals. The results are
averages of 30 different runs for class 0.
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Figure 6: Box-plot of the quantity of potential adversarial
examples per generation in 30 runs for the class belonging
to digit 0. Each generation has 100 individuals.

aim of establishing this particular interval is to obtain individuals
with discriminator loss close to the targeted value. On that account,
there are two objectives that a potential adversarial example must
oblige to. We consider the set of examples that achieve these two
objectives our adversarial pool. However, as discussed before, the
evaluation done in the genetic algorithm aims to maximise the
fitness loss, i.e. to approximate an individual’s discriminator loss to
the value of the targeted discriminator loss. Thus, the evolution of
individuals only takes into consideration the discriminator loss -
the activations of the adversarial analysis classifier are not present
in the fitness function, therefore, do not play a part in the evolution
and only participate in the triage of individuals for the adversarial
pool after the evolution.

In the first set of experiments, the generator of the Conditional
GAN is conditioned only to produce examples of the class of digit
0; we will shorten the designation hereon to class 0. Therefore all
examples evaluated here are classified as class 0. To find our po-
tential adversarial examples, we first searched the individuals that
when submitted to the Adversarial Analysis by C resulted in wrong
classifications with activations higher than 0.5. Figure 5 shows
the mean quantity of misclassifications per generation. Although
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Figure 7: Examples of actual adversarial images generated
with GLASSE.

there are many misclassifications, not all of them are adversarial
- some could be noise images. It was necessary to analyse their
discriminator loss to narrow down the misclassified examples to
potentially adversarial ones - those with loss in the interval around
the target. However, we found that most individuals in a popu-
lation do not present discriminator losses in the desired interval.
Therefore, the quantity of potential adversaries is clearly lower
than that of misclassifications. The box plot in Figure 6 shows the
number of potential adversaries per generation across thirty runs.
In the first three generations, there are no potential adversaries
despite outliers. However, a higher amount of the box-plot begins
to appear in generation 3. Before generation 18, there was still a
low median quantity of potential adversarial examples, with outlier
runs in generations 11 and 13 achieving good results. Though, there
is an increase in the median quantity of potential adversaries as the
generations progress, with the highest values reached between gen-
erations 27 and 39. However, there are one hundred individuals in a
population, and, compared to the whole, few potential adversaries
were found.

The actual adversarial images are the ones we searched for with
the GLASSE framework. They not only possess a discriminator
loss in the desired interval and are misclassified by the classifier as
not belonging to the conditioning class with an activation higher
than 0.5, i.e belonging to the adversarial pool, but also look like
examples of the conditioning class to the human eye. Figure 7 shows
selected adversarial examples from the experiments conducted with
the GLASSE framework for one of the ten classes at a time. It is
possible to see that some are similar to the examples from the
Conditional GAN in Figure 3.

5.2 Evaluation of generated adversarial
examples

In order to evaluate the potential adversaries, the pool of potential
adversarial examples was submitted to two models from Carlini
et al. [3] work: model A (undistilled network) and model B (defen-
sively distilled network). To clarify, in this process, the submitted
examples are classified by the models and if a given example is
classified as belonging to another class than the designated ground
truth label, it is rendered as a successful attack. The potential adver-
sarial examples from a run correspond to all the individuals from
the Evolutionary Process of GLASSE conditioned to the ten classes
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Table 3: Overview of successful attacks to models A and B with
the possible adversaries from all classes produced with GLASSE.
Columns are: Evolutionary Run (Run), possible adversaries (P. Adv),
adversaries for model A (Adv A), adversaries for model B (Adv B),
and adversaries for model C (Adv C). Best run values for model A
and model B is marked in bold.

Run | P. Adv Adv A AdvB
1 543 | 480 (87.59%) | 489 (89.23%)
2 538 | 436 (81.04%) | 437 (81.23%)
3 661 528 (79.88%) 542 (82.00%)
4 616 | 492 (79.87%) | 441 (71.59%)
5 597 | 513(85.93%) | 518 (86.77%)
6 714 541 (75.77%) 614 (85.99%)
7 665 525 (78.95%) | 444 (66.77%)
8 623 | 526(84.43%) | 523 (83.95%)
9 623 515 (82.66%) 523 (83.95%)
10 727 586 (80.61%) 658 (90.51%)
11 563 | 468 (83.13%) | 502 (89.17%)
12 588 4389 (83.16%) 492 (83.67%)
13 585 | 482(82.39%) | 478 (81.71%)
14 583 | 487(83.53%) | 509 (87.31%)
15 604 506 (83.77%) 540 (89.40%)

Mean | 615.67 | 504.93 (82.01%) | 514 (83.49%)

that satisfy the conditions of discriminator loss and classifier mis-
classification from the independent adversarial analysis classifier
previously stated. Therefore, a subset of individuals was extracted
from a set of all generated individuals (10 classes x 40 generations x
100 individuals per generation). The number of potential adversar-
ial examples and the number of examples adversarial to model A
and to model B are shown in Table 3. Based on these results on the
adversarial attacks, the attack on model B is slightly more likely to
be successful than on model A. It is interesting to note that model
B was trained with a defensive mechanism and GLASSE is able to
generate examples that on average are more successful in attacking
this model. Nonetheless, all fifteen runs presented high percentages
of success with examples from an Evolutionary Process guided only
by the loss of the discriminator of the Conditional GAN.

We also analysed the generated examples using a t-distributed
Stochastic Neighbour Embedding (t-SNE) approach for visualisation
of the examples in the MNIST distribution of examples in a two-
dimensional grid, based on the work of Costa et al. [7]. The t-
SNE technique is able to provide a lower-dimension representation
of data distribution, used to create a two-dimensional grid that
spatially distributes the input images, revealing the distribution
of examples according to their inner features. Figure 8 shows a
visualisation map of discretized points of the t-SNE manifold where
the points are represented by images of the dataset blended with the
ones generated from GLASSE - original examples with 0.3 opacity
and adversarial examples are with 1.0 opacity making this effect
along the manifold space. In Figure 9, the scatter plot showcases
all points without discretization - where zones with higher pixel
intensity are zones with more examples per point. We can see
that the adversarial images are within the cluster of each digit,
enforcing that we are able to generate adversarial examples that
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Figure 8: Blend of the MNIST dataset (0.3 opacity) and all potential adversarial examples from one run.

are similar to the digits that we aim to generate. Note that in some
points, we can see in the adversarial examples parts of the original
images showcasing how we are generating examples that are small
variations of the original dataset but are rendered as adversarial.

Among the adversarial pool, there can be images that may not
be considered pure adversarial, as the classifier and Conditional
GAN models can ultimately not be completely reliable. Suppose the
classifier fails in correctly predicting a label. In that case, we may
have images in the pool that are only misclassifications and not
proper adversarial examples - as would be with the case of noise
images. This aspect of generating non-adversarial examples but
errors and exploits is not new [6, 18]. On the other hand, we are
conditioned by the successful training of the Conditional GAN. An
error from the generator can result in the generation of numbers
which do not belong to the conditioning class but are still labelled
as doing so. Nevertheless, the visualization of the generated images
among the MNIST dataset in Figure 8 and in Figure 9 show that
there are no new clusters created to accommodate the generated
images, and the generated images have a high intersection with the
original dataset. Therefore, the images resulting from the failures
of the models have a low occurrence in the adversarial pool.

6 CONCLUSIONS

Adversarial examples are manipulated inputs created with the pur-
pose of confusing a machine learning model. After a GAN is trained,
the latent space of its generator maps information regarding the
training dataset and the GAN. Thus, we focus on using an evolution-
ary approach to explore the latent space of a generator and guide
the generation of adversarial examples with the discriminator loss.
We build upon Fernandes et al. [9] work by switching the original
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Figure 9: Scatterplot of all points from MNIST dataset and of
all potential adversarial examples (P. Adv) from one run.

goal of generating diverse images to generating adversarial images.
Moreover, we explore a Conditional GAN to generate our images.
In Wu et al. [18], GANs were already used to generate adversarial
examples in black-box and semi-white-box settings.

In this work, we combine evolutionary computation and GANs
by using a genetic algorithm to explore the latent space of a GAN
to produce adversarial examples just by using the feedback of the
discriminator of the GAN. Additionally, we use an independent
classifier to evaluate and judge if the generated image is adversarial.

As previously mentioned, the experiments to validate the GLASSE
framework revolved around the genetic algorithm to find suitable
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latent vectors to generate potential adversarial examples. The ge-
netic algorithm uses the discriminator loss of a generated latent
vector towards a predetermined target loss. Moreover, the algorithm
requires a classifier and a Conditional GAN previously trained with
the MNIST dataset.

The experimentation with GLASSE yielded different populations
of vectors through the generations of the algorithm aimed to be
potential adversarial examples. Each vector is passed to the genera-
tor from the GAN to produce the images that are then submitted
to an Adversarial Analysis with the independent classifier. For the
conducted experiments, we consider an individual as an adversarial
example if its discriminator loss is in a predetermined loss interval
range and if the adversarial analysis classifier predicts it as having
a different label than the one intended to be generated, with an
output activation higher than 0.5.

From the experiments conducted with the GLASSE framework
and the MNIST dataset, we found that the best individual in a pop-
ulation quickly reached our desired discriminator loss of 0.5. The
experiments with class 0 evaluated by the classifier doing the ad-
versarial analysis show how the mean number of misclassifications
by the classifier increases per generation. Although there are many
misclassifications, the number of adversarial examples is restricted
by their discriminator loss. Still, the GLASSE framework was able
to generate examples that accomplished our two objectives for all
classes, and the potential adversaries resulted in successful attacks
on two networks used in Carlini et al. [3]. Moreover, an exploration
using a t-SNE visualization map and scatter plot of the adversarial
pool and original dataset shows the proximity between the gener-
ated and original examples, highlighting the small perturbations
that result in adversarial examples. From the adversarial pool we
observed that not all instances were adversarial. Among the pool,
there were images of noise and of numbers other than the one set to
be generated by the Conditional GAN. The former is a consequence
of the limitations of the classifier, and the latter reveals a failure
from the generator. However, those are low occurrences as it can
be seen with the t-SNE visualization map and scatter plot.

Future work will expand on the obtained results by testing the
GLASSE framework with different datasets, exploring alternative
fitness functions with more information to generate suitable adver-
sarial examples, and studying evolutionary approaches to explore
the latent space more efficiently to reduce the number of exam-
ples generated and be more consistent. We are also pursuing a
comparison of the GLASSE performance to successfully generate
attacks and efficiency with other methods of generating adversarial
images. A broader avenue is also open based on these results, the
latent space exploration of a generative model can be used to unveil
problems in the training of GANSs, on the generalisation power of
classifiers and robustness of both the GAN and target classifiers
trained with the same dataset.
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